Superhuman Setup Guide for Microsoft
Admins

Providing Admin Consent

Some tenants are configured to allow non-admin users to provide consent for apps they want to
use while other tenants may require an admin to provide consent. When admin consent is required
but not yet provided, users will see an error like this when trying to access Superhuman:

[ X N ] Sign in to your account

& login.microsoftonline.com/common/login

B® Microsoft

ephesus@superhumanoutlooktest.com

Need admin approval

Superhuman Labs, Inc. £

needs permission to access resources in your
organization that only an admin can grant. Please ask an
admin to grant permission to this app before you can use
it.

Have an admin account? Sign in with that account

Return to the application without granting consent

Terms of use  Privacy & cookies  +»»

To give all users in the tenant access to Superhuman, an admin must approve each of
Superhuman's six applications, by visiting each of these links in turn and clicking "Accept":

o (Web) https://login.microsoftonline.com/common/adminconsent?client_id=d8404a9f-e18c-
4e79-af6f-fecc33a50f8f&redirect_uri=https % 3A % 2F % 2Fsuperhuman.com % 2Fadmin-
consent-result
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o (Desktop) https://login.microsoftonline.com/common/adminconsent?client_id=9f617656-9d66-
4de9-8323-4b4adea3fd02&redirect_uri=https % 3A % 2F % 2Fsuperhuman.com % 2Fadmin-
consent-result

« (Phone) https://login.microsoftonline.com/common/adminconsent?client_id=8efd070f-7edc-
486a-ac79-24aafb957d38&redirect_uri=https % 3A%2F % 2Fsuperhuman.com%2Fadmin-
consent-result

o (iPad) https://login.microsoftonline.com/common/adminconsent?client_id=eb191991-4879-
4037-b7fe-6d680ceb6953&redirect_uri=https % 3A%2F % 2Fsuperhuman.com % 2Fadmin-
consent-result

 (Backend) https://login.microsoftonline.com/common/adminconsent?client_id=587a9fb2-5fd8-
4b3a-9751-249¢c07554218&redirect_uri=https % 3A % 2F % 2Fsuperhuman.com % 2Fadmin-
consent-result

e (Members and Admin page) https://login.microsoftonline.com/common/adminconsent?
client_id=c025cbf5-f77d-47f5-8c47-
7e740cf01726&redirect_uri=https % 3A %2F % 2Fsuperhuman.com % 2Fadmin-consent-result

o This is needed for invite functionality to work properly and is also used for Admins to
control membership and see billing info. It is also used to access the /prorile page to allow
members to customize their sidebar. It is not strictly necessary for core Superhuman
functions.

Each link will show a page like this:
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@ login.microsoftonline.com

= Signint..

B® Microsoft

conrad@superhumanoutlooktest.onmicrosoft.com

Permissions requested
Review for your organization

Superhuman (Web)
Superhuman Labs, Inc. £

This app would like to:

Maintain access to data you have given it access to
Sign in and read user profile

Read and write access to user mail

Send mail as a user

[EGREGREIRY

Have full access to user calendars

Read user contacts

<

If you accept, this app will get access to the specified
resources for all users in your organization. No one else will
be prompted to review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use

After clicking accept you will see a page like this:
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Privacy & cookies




00 @ superhuman.com/admin-con: X +

& c 25 superhuman.com/admin-consent-result

SUPERHUMAN

Consent has been
granted successfully @&

It's now safe to close this window

For further confirmation, you can visit the Enterprise Applications page in the Microsoft Entra ID

(formerly Azure AD) portal:
https://portal.azure.com/#blade/Microsoft_ AAD_IAM/StartboardApplicationsMenuBlade/AllApps,

and you will see the Superhuman apps listed:
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https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps

Microsoft Azure

P Search resources, services, and docs (G+/)

@ portal.azure.com

0 ©

[ Enterprise applications - Microsoft... Grant controls in Conditional Acc Grant c

R @3 0 &

ntrols in Condi

© h + 8B

B Res zure AD apy

conrad@superhumanou... @
SUPERHUMAN OUTLOOK TEST (.. @0

Home > Enterprise applications

X Diagnose and solve problems

Manage
8 All applications
£ Application proxy
€33 User settings

BA Collections

Security
& Conditional Access

@ Consent and permissions

«

Enterprise applications | All applications

Superhuman Outlook Test - Azure Active Directory

—+ New application == Columns Preview features A Got feedback?
Overview
° € Try out the new Enterprise Apps search preview! Click to enable the preview. —>
Overview

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

Application type Applications status Application visibility

[ Enterprise Applications | [ Any v | [Any

v IETEEEE

I O superhuman

Name

Superhuman (iPad)
- Superhuman (Phone)
- Superhuman (Web)

Homepage URL
https://superhuman.com
https://superhuman.com
https://superhuman.com

https://superhuman.com

Object ID

c4816a96-d000-4731-9a38-6b08...
7520f766-44ba-4¢35-b700-363b...
c4a0310a-89b2-4cad-8167-c813...

024bd73a-1f11-45a2-8daa-b384...

Application ID
€b191991-4879-4037-b7fe-6d68...
8efd070f-7edc-486a-ac79-24aaf...
d8404a9f-e18c-4e79-af6f-fecc33...

9f617656-9d66-4de9-8323-4bda...

H Superhuman (Web)

Activity

3 Sign-in logs

@ Usage & insights

E Audit logs

ﬁ Provisioning logs

7= Access reviews

@ Admin consent requests
Bulk operation results

Troubleshooting + Support

& Virtual assistant (Preview)

2 New support request

For further support please reach out to hello@superhuman.com, and we'll help you get this set up.

Restricting Access to a Select Group of Users

If you want to restrict access to Superhuman to a small set of users, you can as follows:

» On the Azure groups page:
https://portal.azure.com/#blade/Microsoft AAD_IAM/GroupsManagementMenuBlade/AllGroups

o Create a group called "Superhuman Users", and add members to it.

o (NOTE: members must be assigned directly to the group, you cannot add groups to the
group)

o Onthe Azure Enterprise applications page:

https://portal.azure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/AllApps
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mailto:hello@superhuman.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupsManagementMenuBlade/AllGroups
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps

e For each of “Superhuman (Desktop)”, “Superhuman (Web)”, “Superhuman (Phone)”,
“Superhuman (iPad)", “Superhuman (Backend)", and “Superhuman (Admin)”

o Click on the name of the enterprise app

o Inthe sidebar, click “Properties”, and then toggle “Assignment required?” to “Yes", then
click “Save”

& portal.azure.com

. &) conrad@superhumanou... @
& & 0O A SUPERHUMAN OUTLOOK TEST (.. @

Home > Enterprise applications > Superhuman (iPad)

!]* Superhuman (iPad) | Properties - X

Enterprise Application
b save ) Discard [i] Delete A7 Got feedback?

View and manage application settings for your organization. Editing properties like display information, user sign-in

B Overview

Deployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Administrator roles. Learn more

Manage
Enabled for users to sign-in? @ No )

{I' Properties
Name © Superhuman (Phone)

22 Owners

4. Roles and administrators (Preview) Homepage URL © [ httpsi/superhuman.com )

&8 Users and groups Logo © ~
9 Ssingle sign-on g~'
® Provisioning

C  Self-service

Application ID © [ 8efd070f-7edc-486a-ac79-24a2fb957d38 D)
Custom security attributes
(preview) ObjectID © [ 75201766-44ba-4c35-6700-363b3dc26953 D)
Security Assignment required? @@= o )
W Conditondl fccess Visible to users? © - No
2. Permissions
Notes © v

Token encryption
Activity
2D Sign-in logs

Al Usage & insights

B Auditlogs
e o
& Provisioning logs

Y= Access reviews

o Then click on “"Users and Groups”, and then "Add User/Group”, and add the group you
created. Then click "Assign”

NOTE: if you don't follow these instructions for each of the six apps, then your users will see an
error message like this:
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o0 Sign in to your account

& login.microsoftonline.com/common/login

B® Microsoft

Superhuman (Web)

Sorry, but we’re having trouble signing you in.

AADSTS50105: Your administrator has configured the
application ephesus@superhumanoutlooktest.com
('d8404a9f-e18c-4e79-af6f-fecc33a50f8f') to block users
unless they are specifically granted access to the
application. The signed in user 'Superhuman (Web)' has
not been granted access to this application, either by
being a member of the neccesary group or being granted
access to it directly. Please contact your administrator to
approve access to this application.

Troubleshooting details X
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 18e02dd4-63a6-416f-b521-fe0b31f2d900

Correlation Id: e4d25697-ab38-4db1-b6f4-40914d475b39

Timestamp: 2022-01-26T06:29:18Z

Message: AADSTS50105: Your administrator has configured the
ication ept com ('d8404a9f-

e18c-4e79-af6f-fecc33a50f8f') to block users unless they are

specifically granted access to the application. The signed in user

‘Superhuman (Web)' has not been granted access to this
application, either by being a member of the neccesary group or
being granted access to it directly. Please contact your

administrator to approve access to this application.

Configuring Conditional Access Policies

If your tenant uses Conditional Access to control access to data, you can review the configuration
to ensure the smoothest Superhuman experience for your users.

The data that Superhuman accesses falls under the umbrella of "Office 365". For the best sign-in
experience, ensure that any conditional access policy that applies to Office 365 also applies to
Superhuman Backend (ID: 587a9fb2-5fds-4b3a-9751-249c07554218 )
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https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

= Microsoft Azure £ Search resources, services, and docs (G+/) :(]_—'v

Home > Superhuman Outlook Test | Security > Security | Conditional Access > Conditional Access | Policies >

iIOS conditional access policy

Conditional Access policy

[i] Delete > View policy information

Control access based on Conditional Access Control access based on all or specific network
policy to bring signals together, to make access traffic, cloud apps or actions.
decisions, and enforce organizational policies. Learn more &

Learn more ('
Select what this policy applies to

Name * ‘ Cloud apps v

iOS conditional access policy |

Include Exclude

O None
O All cloud apps
@ Select apps

Assignments

Users @

Specific users included

Target resources (O

Edit filter
2 apps included
None
Conditions O
Select

1 condition selected
Superhuman Backend and 1 more

Access controls

] office 365 ©
Grant @
1 control selected @3 Superhuman Backend
587a9fb2-5d8-4b3a-9751-249¢07554218
Session @

0 controls selected

Adding Superhuman Backend makes it so that Microsoft knows to evaluate the
conditional access policy right away during sign in. If only Office 365 is listed, the initial
sign-in attempt can fail to evaluate the policy and result in the Superhuman app needing
to prompt the user for access a second time during the sign in flow.

Note that not all types of Conditional Access are supported at this time. For example, Intune app
protection policies are not supported.

Superhuman Setup Guide for Microsoft Admins



For further support please reach out to hello@superhuman.com, and we'll help you get this set up.
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